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Danilo Hackner and Andreas Heimfarth

The team Digital Enlightenment started with a bold and broad pro-
ject goal: improving the way science is communicated. “Are scien-
tific developments relevant to me?”, “Can | trust scientists to tell me
the truth?”, “Is it even worth publicly funding science?”, were some
interesting questions generated in this process. Highest social rele-
vance had been a driving factor for the team to identify their topic,
hence the fact that many people may have accordingly doubts was
always an important prerequisite. The COVID-19 pandemic proved,
how dangerous it can be if a part of society rejects scientific find-
ings and ignores the corresponding recommendations.

Nevertheless, it was difficult to align on and formulate a concrete
project idea and in the end the team developed new thematic ap-
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proaches together. In this, probably one of the most challenging
parts of the entire project, it was impressive to see how a new path
was taken through constructive and focused cooperation — even
under a certain time pressure. After extensive research the team
identified a field both highly relevant and technically challenging
to focus on: Educating high school students to manage their data
privacy and security. Public discussions about face recognition on
social media, large-scale data leaks in corporations and even sur-
veillance by totalitarian countries highlight what can happen if your
data gets in the wrong hands. Teenagers are among the most eager
users of social media and cloud services, however many of them
have little awareness about the risks, as the team’s results show.
On the other hand, the topic is complicated and affected by lat-



est developments in science: An encryption technique that is safe
today can be obsolete tomorrow due to advancements in math or
computer science.

In very short time, the small team developed workshops for 8th
to 10th graders and accompanying posters for schools. Simulta-
neously, they convinced several schools in and around Munich to
participate and dedicate time to the teams’ data privacy and secu-
rity program. We as tutors were amazed by the determination and
efficacy they showed in convincing school principals, creating great
info material and delivering workshops in English and German with-
out a single native speaker in the team. The team took the approach
of fostering discussions and self-reflection with the high-school

Digital Enlightenment

students rather than lecturing about the “right way” of managing
your digital life. The good feedback and observed changes in the
teenagers’ attitudes proved them right. The majority of participants
reported that data privacy and security topics were not taught in
school and that they enjoyed program.

We enjoyed supporting this diverse team in defining their project
ambitions and later seeing them achieve their goals very inde-
pendently. We are sure they have had an enduring influence on the
way many of their participants will handle their data in the future. m
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Shape who you are by only four supermarket receipts.
What more should we know about our digital daily life?

“We often judge people by words they speak, clothes they wear,
cars they drive, and their responses in different situations. How-
ever, have you ever thought of knowing a person by seeing things
they bought from supermarkets on the receipts? How much per-
sonal information do you think you can get from them?”

These questions are asked to high school students in a guest
workshop by the Junge Akademie project team “Digital Enlight-
enment” from the Technical University of Munich. Their goal is to
convey knowledge and raise awareness of the topic “Data privacy
and cybersecurity” to the digital generation.

“We not only want to inform the students about different risks on
the Internet, but also how things work in the digital world. So that
they would be more aware of their interaction with the digital word
and have the ability to assess risks on their own and protect them-
selves.” Says one of the members from the team. After intensive
research, interviews with experts from the university and local en-
terprises, the team Digital Enlightenment sorted out eight popular
topics such as Al, hardware defect, data protection regulation, on-
line sharing, activity tracking and so on. Each workshop contains
two of the topics and is held either in English or German according
to the choice of the school. For students, these workshops will be
a special one and half our in their regular English, German, com-
puter or free elective classes.

“| assume the person is very aware of eating healthy because he
or she bought a lot of organic products.” A boy in the classroom
raises his hand grasping a supermarket receipt and says. “and he
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from Ho Huang, Munich

or she could also be a Muslim since there was no pork product on
the list”, another girl also makes a guess. The whole class laugh
out loud after a student says, “I think this person is a she, because
she bought vegetables and fruits, men usually don’t do this.” What
a stereotype! But, would this mean that we can tell the gender of
the customers just by counting how much lIrish ribeye-steaks they
put in the basket?

In reality, by setting the right conditions, and correctly matching,
shaping the customer by their purchasing behaviour or predicting
their next purchase is not difficult at all using today’s technology.
Imagine you got an unknown receipt and few things were on the
receipt: a face cream, a hair conditioner, one bottle of soybean
milk, a package of tofu, 10 organic eggs, 4 yogurts, 2 bottles of
tomato sauce, 2 packs of spaghetti and frozen vegetables. Could
you give me a guess about the customer’s gender, heritage, age
range, if he or she is a student, live alone or with partners or family.
Does this customer have lactose intolerance?

“She always went to the supermarket around 17:30 or 18:00, we
assume she does grocery shopping after work. Oh, and we quickly
checked the supermarkets she went to on Google Maps, and we think
she either works or lives in the north-west part of Munich.” Say one
group of students in the workshop at a local high school in Munich.

It is shocking, isn’t it? Just by looking at the supermarket receipts,
you can already obtain so much information about the custom-
ers. Would it be possible to get even more precise information if
you had more receipts saved from the same customer for three
months, or even one year?



Hardware-hacking and phishing

“Yes! This is a phishing emaill We are the first!” A student jumps from
the seat, raises his hand and shouts out loud. Here is another work-
shop with the topic “hardware-tracking and phishing”. Students are
split up in groups and try to identify different phishing emails and
websites by checking if there are obvious grammatical and spelling
mistakes, if the names of the companies and institutions are fake,
if there is any unusual combination of letters in the link, or any in-
formation regarding transferring money to a specific bank account.

We all have experiences where we receive some junk mails in our
mailbox or accidently click into some “weird-looking” website when
we are browsing on the Internet. The listed check points above are
vital information to prevent yourself falling into the phishing trap
and eventually “voluntarily” giving out your personal information to
hackers. It seems to be easy to avoid phishing, right? In fact, there
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are almost 1,5 Million phishing websites created every month. And
in 2018, scammers stole over 100 million US dollars from Face-
book and Google.

“l know my camera is on when | see the green light. So, when
somebody is using my camera to watch me, | should know right?”
A student holds the camera cover he receives as a give-away from
the team and asks. The answer is — not really. It is totally possible
that someone turns on your laptop camera without the little green
light next to it going on. Students then ask in surprise, “can | have
one more camera cover?”

Is there anything else | can do to protect myself from being
hacked? Here are some tips recommended by different cyberse-
curity experts:

Recommended actions Something we do, but is not really helpful

[ Update your apps and operating system
@ Download an anti-virus software on your

computer and run the scan on the highest same computer

setting [ Deactivate the web-cam in the computer

@ Long, strong and unique passwords setting
& Turn on the two-factor authentication
function
[ Cover your web-cam by using a web-cam
sticker
W Use an ad-blocker

@ Change your password from time to time
[ Use different anti-virus softwares on the

[ Use same password across different
platforms

[ Use the “save your password” function
on your browser
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“If I don’t use Internet and email, this problem will not exist any-
more right?” A student sitting in the first row asked. Unfortunate-
ly, not exactly, phishing can also occur without using any specific
technology, programming or computer skills. A video is played in
the class, showing a woman who is playing the sound of a baby’s
cry on YouTube to create a scenario of a busy and stressed mother
with a newborn baby, trying to get her husband’s bank information.
Guess what? She even managed to change “her husband’s” con-
tact information with the bank in the end. This act of manipulating
or tricking someone into divulging information or taking action is
called “social engineering”.

While in the break between the workshops, | saw a new post from
a friend of mine saying that she just found one hundred Euro in one
of the pockets of her winter jacket. It does not really matter to me
and to be honest, | am not really interested in every detail of her
life. Sometimes, | really think people share way too much informa-
tion on social media. But does this also have something to do with
our digital world?

“Oversharing” refers to when a person gives out more information
online about a topic than they would in person. It could be any kind
of information, but especially personal information. Nowadays, it
is also very common to see companies or celebrities use different
online platforms or social media to advertise themselves. But may-
be just because of the convenience, people sometimes forget to
take the risks into account before they post things on the Internet.
Tom Daley, who is an British diver and also the 2012 Olympic
bronze medallist, once posted a YouTube video, in which he forgot
to cover the phone number while calling his friend Nile Wilson, who
is also an Olympic bronze medal artistic gymnast. And guess what,
Nile got a lot of unknown messages and phone calls the next day.
You might think “not so many people want to get my phone num-
bers, it shouldn’t be a big deal for us.” But you did post some

76 TUM: Junge Akademie — Research Reports 2019

photos when you were on vacation last year, when you went to
Mallorca with your family right? That could be also a risky action
because you were basically letting people with certain intensions
know that the whole family would not be at home for days.

“Some people share their negative emotion on social media all the
time or even suicidal thoughts.” A girl responds when being asked
what could be considered as oversharing. The teacher takes the
chance and tells the students “if you ever feel depressed or have
suicidal thinking, please reach out, no matter if you call somebody
or post your thoughts on the internet. In the other case, if you ever
see people posting something like this, please show your care,
because you might save a life.”

Sharing information is part of our human natures, thanks to the
technology and Internet, people can share different information,
anytime, anywhere and to anyone. If you want to prevent yourself
oversharing, think twice before you hit the “post” button and dou-
ble check if you accidently reveal personal information online. Set
your social media accounts to private, that means only people you
know can see your posts, is also an effective way to avoid sharing
too much information to strangers.

New information and development of technology are emerging
every day at an incredible speed, at the same time, myths and
misinformation are everywhere. Our daily living is surrounded by
Internet and technology, whereas the knowledge regarding data
privacy and cybersecurity is still not commonly covered in our
basic education at schools. In an effort to translate scientific in-
formation into information and actions which everyone can easi-
ly understand and apply, the team Digital Enlightenment from the
scholarship program: the TUM Junge Akademie is putting their
ideas into action and trying to bridge the gap between science and
our daily lives.
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Though the Internet is already indispensable in our daily lives, knowl-
edge regarding data protection and cybersecurity is still not com-
monly covered in schools. To translate scientific information into
easily comprehensible information, our team Digital Enlightenment
conducted twelve interactive workshops with almost one hundred
and seventy students in four different Munich schools. The topics
covered included artificial intelligence, hardware hacking, online
sharing and tracked activities. By analyzing pre- and post-survey
results, we can conclude that our workshop had a positive impact
on students regardless of whether they had had previous training
on the topic or not. Besides, more than 60% of students exhibit-
ed their willingness to reconsider their online behavior. Based on
students' behavior in the workshops, we may also conclude that
creating a competitive environment in class has a great potential to
boost the students’ motivation regarding science communication.

Ever since the inception of the Internet, distance communication
and resource sharing have brought people much comfort and
convenience. However, in recent years, data scandals of giant
companies such as Facebook and Google have cast doubts on
personal data protection and cybersecurity. Though the press and
governments have exhibited rising concerns about cybersecurity
and data protection, the public at large remains either unaware of
or complacently indifferent to the potential hazards they may be
exposed to. Pew Research Center designed an interactive quiz to
answer the question: “What the Public Knows About Cybersecuri-
ty.” They found out that many key concepts and topics in terms of
cybersecurity are only known by a minority, while most people can-
not even correctly answer more than half of the questions (Smith
2017). Responding to the call (2019) "Multimodal Science Com-
munication,” our team Digital Enlightenment decided to empow-
er high school students with the necessary knowledge regarding
artificial intelligence, hardware hacking, online sharing and tracked
activities. To design successful workshops in each topic, we took
interactivity as the most relevant factor, which includes the inter-
action between student and teacher, the interaction between stu-
dents themselves, and the interaction between students and work-
shop materials (Moore 1989). To motivate the students so that they
could participate actively in the workshops, we focused on engag-



ing the curiosity of students, explaining the challenge of each topic
appropriately, avoiding more work than necessary, and introducing
competitive games. These critical factors about intrinsic and ex-
trinsic motivation are mentioned in (Williams-Pierce 2011).

As smart gadgets have become indispensable in our daily life, we
decided to conduct interactive workshops with incumbent high
school students, who are most influenced by digitalization. Sur-
veys were distributed to the students before and after the work-
shops for effectiveness analysis.

The selected topics include:
1. Artificial Intelligence

2. Hardware Hacking

3. Online Sharing

4. Tracked Activities

Through different workshops, we aim to:
introduce the topics mentioned above in scientific but under-
standable terms to the targeted audience;
raise awareness about cybersecurity among young people;
determine factors influencing the efficiency of science commu-
nication in the field of cybersecurity through the analysis of the
outcomes of the implemented actions.

In the following sections, the workshop overviews will be intro-
duced.

Artificial Intelligence (Al)

Though artificial intelligence seems to be a popular topic in our dai-
ly conversations, its influence can sometimes be underestimated
due to its ubiquity. The workshop aims to motivate students to re-
consider their online behavior such as preference settings and the
usage of online tools, including Youtube and Instagram, through
educating them on how Al works to influence our minds. By incor-
porating videos and online games into the traditional PowerPoint
presentation, the workshop tried to convey the following messages:
1. Al is the codes written by humans. It is intangible. Alexa, Siri or

robots should be considered as the carriers of Al.
2. Al works in two ways: follow the rules or learn with data.

Digital Enlightenment

3. Al can interpret what we are thinking by evaluating our past data.
4. Al can influence our behavior since it can calculate our interests.

Hardware Hacking
Gadget security is of the utmost importance today since smart-
phones, tablets and personal computers can be seen in almost every
household. This workshop was organized as a competition between
different teams. After short introductions about phishing, social engi-
neering and other fun facts, different games and quizzes would fol-
low up to deepen the students’ understanding. The token-winning
processes worked to encourage a competitive and highly interactive
environment in the class. After the workshop, students should have
understood:
1. How much (private) data our devices can store;
2. The dangerous consequences that could result

if this data falls into the wrong hands;
3. A brief idea about hacking and how it works;
4. Some advice and tips to help protect their gadgets.

Instead of building an intimidating atmosphere, the workshop en-
couraged the students to reconsider the protection of their devices
based on the knowledge they have acquired.

Online Sharing

As online sharing apps such as Instagram, Snapchat and TikTok

become viral, the importance of information protection is brought

to the stage. This workshop wants students to reconsider their cur-

rent behavior on social media by providing information on the risks

and benefits of sharing personal information on these platforms.

The combination of online quizzes and presentations allowed the

presenter to clarify students’ doubts on the spot while maintaining

an intermediate level of interactivity throughout the workshop. The

main take-aways of the workshop are:

1. What oversharing is;

2. The risks, benefits and limits of sharing private information on
social media.

Tracked Activities

It is a typical phenomenon when a freshly downloaded app asks
us for permission to track our voices, locations and photos. How
would these tracked activities affect our daily life? This workshop
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aims to share what data tracking is and how this relates to our
everyday experiences.

After grouping the students into different teams, different datasets

from our daily life were given to them. Students were allowed to

discuss within their teams to interpret what these datasets could

tell them about the data owner. With careful moderation and re-

sult-sharing discussion, the students should have been able to

learn:

1. Data tracking can make life easier, but at the same time expose
us to the danger of data misuse;

2. How data can be used;

3. Data tracking describes how people retrieve data, but its usage
depends on the owners of data.

Outcome and discussion

After carrying out twelve workshops with almost a hundred and
seventy students in four schools around Munich, our team ob-
tained both pre- and post-survey results regarding the respective

Age of students in workshops

2% Age
2% 14
s

G
17

16%

Fig. 1. Percentage of students by age
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workshop topics. The pre-surveys aimed to collect the students'
demographic data and their previous knowledge regarding cyber-
security, and the post-surveys allowed the students to rate the
overall quality of the workshop. Even though it was not possible to
ask all the students in every school to answer the questionnaires —
due to school regulations — at the end of the project, forty-four stu-
dents filled out our surveys. Most of the students who participated
in the workshop were between 15 and 16 years old (see Fig. 1).

Thanks to the surveys, it was possible to understand the students’
overall Internet behavior. Most students (72.7%) own either two or
three devices with which they access the Internet; however, a few
have four or even more than four devices (18.2%) (see Fig. 2). Most
of them spend two to three hours daily online (see Fig. 3). Both Fig-
ures 1 and 2 show that high school students are indeed subject to
frequent data exchange, proving the necessity to empower them
with a deeper understanding of cybersecurity. Figure 4 shows that
they usually access the Internet at their home. This phenomenon
could be caused by the restriction of Internet usage in some schools.

Number of devices owned per student
Students

20 20

15 -

12

10 -+

1
0 [
1 2 3 4 Maore than 4

Fig. 2. Number of devices owned per student



When asking students about their main activities online, watching
videos, listening to music and social media are the most common
answers (see Fig. 5). Studying and browsing for information are
also common, but not as much as the previously mentioned ac-
tivities. Hence, it is essential to provide high-quality information
to students on what kind of consequences their online behavior
could have.

In general, good feedback was received from students regarding
the workshop. 97% of them rated the workshop as good or very
good (see Fig. 6).

Students were also asked whether the workshop satisfied their ex-
pectations on a Likert scale from 1 to 5 (1 = “Completely,” 5 = “Not
at all”). On average, the workshop scored 1.92, meaning that the
expectations of students were mostly satisfied. The students also
evaluated whether the workshop was interesting, fun, important
and clear. On a scale from 1 to 5 (1 = “Very Much,” 5 =” Not at all”),
the workshop performed better on the categories of importance

Number of hours per day spent online
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Fig. 3. Average amount of hours spent online per day
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(M=1.34) and clearness (M=1.52). The category fun was also pos-
itively evaluated (M=1.63). However, the category of newness was
the least highly rated (M=2.45).

One of the main goals of the project was to find out whether giving
an interactive workshop on a new topic could increase students’
knowledge. Within the sample, 50% of the students asserted they
had previously participated in cybersecurity or data training, while
50% had no previous experience (see Fig. 7). The knowledge of
some cybersecurity concepts was evaluated through questions
(within the topics of Online Sharing, Hardware Hacking, Data
Tracking and Al). It was hypothesized that students with previous
knowledge would perform better than students who were being
exposed to such training for the first time.

To examine the validity of this hypothesis, the percentage of cor-
rectly answered questions for both groups was assessed. On aver-
age, students with previous training answered correctly to 68% of
the questions, while students with no previous training answered

Main place to use the Internet
Students
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Fig. 4. Main places where students use the Internet
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correctly to 73% of the questions. Even though students with
no previous training had a higher proportion of correct answers,
this difference was not significant between the groups, z=-0.364,
p=.719.

For our project, it was also critical to assess whether students had
learned something at the end of the workshop. The surveyed stu-
dents were asked to indicate whether they felt they had learned “a
lot,” “a little” or “nothing.” The difference between the group with
previous training and the one without was very slight. Although 5%
of the students with previous training said they did not learn any-
thing new, the majority of students asserted that they had learned
a little or a lot (see Fig. 8).

Popularity of internet activities
Students
45 ~

a0 | 39 Cal

35 o
30
25 1
20 -
15 A

10 - 8

To further rate the success of the workshop, students’ future will-
ingness to change their behavior was measured. It was hypothe-
sized that to consider the workshop successful at least 40% of the
students should state their willingness to re-evaluate their behav-
ior. At the end of the test, 61.36% of the surveyed students said
they would like to reconsider their online behavior. This percent-
age was significantly greater than the 50% hypothesized, z=-2.90,
p<.05. In conclusion, the workshops were successful in motivating
students to reconsider their daily online behavior.

From surveying the students, our team learned that students be-

tween 14 and 17 years spend a considerable amount of time online
through several devices and that they mostly use the Internet at
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Fig. 5. Main activities on
which students spend time online
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Rating of the workshops Students previous knowledge/training

I very good
[ Good

Neutral

I Previous training
| No previous training

Fig. 6. Rating of the workshops Fig. 7. Previous training on cybersecurity/data privacy topics

Students assessment of workshops: Do you consider you learned something today?

No No

Yes, a lot
Yes, a lot

Students with Students

previous without
training previous
training

Yes, a little Yes, a little

Fig. 8. Learning assessment after workshop: students with previous training vs. students without previous training
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home, but seldom in schools and public spaces. In addition, they
spend most of their online time on leisure activities; studying and
learning new information are secondary activities. These findings
reinforce the need to provide students with useful information on
how to navigate safely and protect themselves and their personal
information on the Internet. Even though some students claimed
to have previous training on the topics of cybersecurity and data
privacy, the survey results show that their knowledge was not su-
perior to that of untrained students. This phenomenon could mean
that the previous training they received was not impactful enough
for them to learn basic concepts on the topic.

According to our survey results, very few students considered that
they did not learn anything at all during our interactive workshop.
The positive evaluation of our workshops could be related to the
high willingness of students to reconsider their online behavior, im-
plying that the high degree of interactivity could have had a positive
impact on the workshop evaluation. Therefore, we consider that
creating these interactive workshops and visiting the schools had
a positive impact on the students in their daily lives. Even though
it is not possible to assert that there will be a long-term impact
on their behavior, motivating students to reconsider their habits
is already a significant accomplishment. In the future, providing a
permanent source of information directed to young students which
takes into account the factor of interactivity could be an excellent
opportunity to influence more students and produce a long-term
behavioral change.

After conducting twelve workshops in four different Munich schools
regarding Al, hardware hacking, online sharing and tracked activ-
ities, team Digital Enlightenment tried to motivate students to re-
consider their online behavior. Through forty-four survey results, it

— Smith, A. (2017). What the Public Knows About Cybersecurity. Pew Research Center.

is clear that students are greatly affected by their online behavior.
Whether they are studying online or listening to music, they are
constantly in touch with all kinds of information and people dur-
ing their daily lives. From our survey evaluation, we can conclude
that our workshop had a positive impact on students regardless of
whether they had previous training on the topic or not. Students
with previous knowledge did not perform better than those without
pre-knowledge. This phenomenon signals that current training car-
ried out in school or other organizations are not always impactful
enough to create long-term learning. In our perception, the envi-
ronment during the workshops was always very energetic and pos-
itive. Using interactive strategies to communicate scientific knowl-
edge about cybersecurity and data privacy, for example, through
games and competitions, proved to be a successful method to
motivate students. Moreover, even though our team’s goal was
to convince at least 40% of students to reconsider their behavior,
more than 60% asserted that they would be willing to do so.

To ensure a long-term effect and expand the target audience to
young people more generally, it might be possible to create a plat-
form which comprises both on- and off-line activities. On such
a platform, we could share exciting videos, print materials in the
workshops and organize other offline events (see Fig. 9). Not only
could the students with workshop experiences revise what they
had learned in class, but other internet users could also register to
participate in offline activities.

According to our survey results, we would also like to suggest the
inclusion of cybersecurity topics in the school curriculum, since the
younger generation is subject to vast data exchange every day. Ne-
glecting cybersecurity knowledge in school education could have
left the young generation vulnerable to vicious online attacks.

https://www.pewresearch.org/internet/2017/03/22/what-the-public-knows-about-cybersecurity/. Retrieved by August 30, 2020.
—Moore, M. G. (1989). Editorial: three types of interaction. The American Journal of Distance Education 3: 1-6.
- Williams, K. C., Williams, C. C. (2011). Five Key Ingredients for Improving Student Motivation. Research in Higher Education Journal, 12, p. 1-23.
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“The beginning is always the hardest” — our experience in Digital
Enlightenment was no exception. Determining the theme of our
project was exciting yet challenging. We started from a fundamental
observation: scientific knowledge in many fields did not adequately
reach out to the general public. Therefore, we decided to bridge the
gap between science and society. This thought has brought to the
birth of our project, “Digital Enlightenment.”

To which extent do people need to know about science? Which
kind of information is vital to be communicated? Who is the target
audience? These are some of the questions frequently appearing
in our initial discussions and debates. Science can be inspiring
and exciting, but people do have different interests and capacities.
Our job was to figure out the topics which the public should but
yet have a basic understanding. Initially, we had some other can-
didates, such as nutrition and climate change, but we ended up
choosing cybersecurity and data privacy due to their prevalence in
our daily life.

Regarding the target group, the most comfortable choice would
have been university students. However, the high school students,
who were born and raised in the digitalized era, should be more
relevant to cybersecurity. The decision-making process was not as
smooth as it might look. We spent a very long time going through
possible topics; we hesitated to make decisions because of our
high expectations; we started to lose motivation over time. In the
end, one of our team members, Markus, decided to leave the pro-
ject. We were all saddened by his quit. Nevertheless, all the obsta-
cles and hesitations also pushed us forward and let us learn from
our mistakes.

After we finally decided to communicate cybersecurity and data pri-
vacy to the public, we collected the ten most intriguing questions
regarding this topic and conducted a series of interviews, since we
wanted to hear from the experts in this field besides the literature
research by ourselves. We initially planned to have talks with experts
in universities, companies, and organizations, for the diverse back-
ground knowledge could help us understand cybersecurity from dif-
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ferent perspectives. However, it was tough to get in touch with the
company and organization officials. We did not receive any response
from them. Fortunately, four professors at TUM accepted our invita-
tion, and we learned a lot from these interviews. They have given us
many suggestions and insights. One professor we have interviewed
is specialized in the area of science communication. Through that
interview, we learned how to present the scientific background of
cybersecurity to others more effectively. After extracting the essence
from all interviews and research, we decided to focus on eight sub-
topics from cybersecurity: (1) hardware hacking, (2) tracked activi-
ties, (3) is anonymous data secure? (4) how can data protection be
secure? (5) why self-initiated data protection measures, (6) sharing
online, (7) how Al affects our life, and (8) 5G.

Thanks for the help from Peter and SchaschLEAK, we obtained a
list of contact information from high schools around Munich. After
careful construction of an invitation letter, we sent them e-mails and
asked them to choose the most relevant and intriguing topics for
their students. To help the schools decide, individual workshop plans
were drafted and sent to them, indicating the workshop’s format,
duration, and content. We included teaching methods, teaching aids,
workshop language (given that our group is only made up of interna-
tional students), and detailed workshop plans. Each workshop was
planned to last around 30 min. Interestingly, most schools chose top-
ics 1, 2, 6, and 7. All of the schools also decided to book more than
one workshop, implying that the workshop plans and information we
have presented were considered relevant and essential.

One team member was responsible for the workshop design of
a topic. We agreed to deliver exciting and pertinent information
through different teaching methods and aids to make the workshop
interactive. In our plans, not only did we include audiovisual mate-
rial, but also interactive forms of teaching such as role-play games,
real-time digital interactive games, quizzes, and team competitions.
Through several follow-up phone calls and skype discussions, four
schools accepted our offer and fixed workshop dates and student
numbers with us. However, one of them required german work-
shops, and no school selected the seminar that one of our team-



mates had designed. Since the teammate is better as german, we
decided to have her hosting the workshop at that school.

In the planning phase, we wanted to have a diffusion campaign
distributing posters about our workshops among the participating
schools, but many problems arose. Regarding schools, in some
cases, it was not possible to get permission to paste our posters
ahead of time, or the communication with the schools was not fast
enough to make sure we could paste them ahead of the workshop.
In terms of the poster design, it was outsourced to a designer. How-
ever, the collaboration with him was not optimal: the posters did
not meet our initial expectations and had to be redesigned. Be-
sides, our team’s busy schedule impeded the posters’ collection
and mailing. In the end, we tried to make the best out of the situa-
tion and decided to bring the final posters to the school and show
them during the workshop to draw students’ attention towards our
workshop.

Fortunately, the workshops were rated as “extremely satisfied” by
most students. And we all felt relieved when the workshops were
over. However, there was still some room for improvement regard-
ing our team collaboration. Firstly, as a very diverse international
team, we were occasionally scattered all over the world. Physical
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absence in the meeting has impeded the project’s advance at the
initial stage. Secondly, we started with an ambitious plan but ended
up with a relatively small but concrete project. It is a life-long les-
son for all of us since it is always necessary to balance our time
and interest. Thirdly, like all teams may have encountered, we
started to lose our passion in the middle of the project. Therefore, it
is worth knowing that resilience sometimes matters the most for a
successful project. Fourthly, we stopped our regular meeting since
March 2020, when the postpone was announced. This interruption
was detrimental to our momentum. It would be better to organize
meetings at least once per month (our usual meeting was once per
week). Thanks to TUM: Junge Akademie, we as a team has learned
how to appreciate every team member’s effort and accept imper-
fections in project’s advance; we learned to challenge our limits
such as conducting german workshops; we learned that written
progress should be as substantial as (or even more important than)
simply pushing the project forward. It is an honor for all our mem-
bers to be a part of TUM: Junge Akademie.
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t and the planned

The initial phase of our project was focused on finding a topic
that we all found interesting and where we could profit from
the interdisciplinary focus of our group. All members con-
tributed to do initial research, identifying topics where major
gaps between the scientific community and the public exist-
ed. To do this, we consulted Pan-European sources such as
public surveys and publications from the European Commis-
sion, like the recent reports of the Standard Eurobarometer.
We identified several interesting topics where a gap between
the public opinion and the academic world exists, such as
Food Safety and GM, Population Growth Problems, Energy
Resources related to nuclear energy, gas and oil drilling and
bioengineered fuels, etc. Finally, the topic of “Cybersecurity
and Data Privacy” was the one that called our attention the
most, and we chose it as the focus of our project. After that,
the project planning began...

POSTER 1: Our first poster reflects the general idea,
rough timeline, our scientific research question, and
general goals of our project. At this point, we have not
fixed our target audience and actions, yet we have al-
ready decided on the topic. We were too ambitious at
the time and wanted to build an informational platform
where both on- and offline actions could be taken to
improve the diffusion of our topic from different angles.
Our first goals ended up becoming impossible due to
the limited duration of the project. In this light, our pro-
ject plan was modified accordingly and proved to be
feasible with minimal delays. The plan and research
phase was expected to end by June 2019; the project
launch and execution phases were planned to end by
November 2019; while the evaluation phase should
be finished by early 2020. Though we had to aban-
don the Evaluation phase due to unexpected issues to
distribute post-evaluation surveys among our School
Partners during the Coronavirus Crisis, we met all the
deadlines for the former stages. In the first poster, our
project focused on helping students identify sponsored
posts on different social media platforms. That is an en-
tirely different focus from what our real project ended
up being. Still, the general goal remained coherent: “to
raise awareness about cybersecurity among young
people through effective scientific communication.”
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POSTER 2: At the time of the preparation for the
second poster, we were focusing our efforts on be-
coming experts in “Cybersecurity and Data Privacy.”
To acquire this expertise, we interviewed several pro-
fessors at the university and other institutes. By the
second poster, we had already talked to three pro-
fessors at TUM, who inspired us with ideas to narrow
the focus of our topic and encouraged us to explore
new aspects of it to incorporate it into our project.
During the Project Management Training Session in
the Intermediate Evaluation I, we managed to narrow
our project focus after a long discussion. We decided
to choose high school students as our target audi-
ence to improve their knowledge of Cybersecurity
and Data Privacy, as they are one of the main inter-
net and social media users and usually a vulnerable
group target of cyberattacks and Internet malprac-
tice. The plan was to create workshops that we would
carry out in different schools in the Munich region. We
started by contacting schools during the following
weeks to ask for permission to give our workshop. It
is worth mentioning that the team Schaschleak from
the previous TUMJA batch was of great help. Their
research had some common points with ours, and
they were very interested in our project and open to
collaborating with us. They especially shared valu-
able learnings on how to create an effective project
plan and organizational tips such as how to approach
schools. Another important issue at this stage was
to design the first concept of our workshop content.
The goal of each workshop was to “raise awareness
of high school students about cybersecurity and mo-
tivate them to more actively protect their online data
after the workshop”. To this end, we also contacted
experts who had previous science communication
experiences and learned how to conduct workshops
successfully, especially for young people.
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AND MILESTONES

POSTER 3: After intensive research and more inter-
views with professors and experts from the univer-
sity and other companies, we started to work on
the structure and content of each workshop. We
also had already contacted numerous high schools
around Munich and proposed our workshop ideas.
Eventually, we cooperated with four local high
schools - Kirchseeon Gymnasium, Humboldt-Gym-
nasium, Gymnasium Phorms Campus Miinchen, and
Otto-von-Taube Gymnasium. We prepared a list of
eight sub-topics around our main topic, and the high
schools could choose by themselves which of them
was the most interesting and appropriate for their
students. The most chosen topics were Al, Activity
Tracking, Hardware Hacking and Cybersecurity, and
Oversharing on Social Media. We prepared all top-
ics with a comprehensive workshop plan template,
which were pre-approved by the schools and re-
hearsed several times before. Our goal was not only
to inform the students about different risks on the in-
ternet and raise their awareness but also to show how
these topics are relevant in real-life. The major goal
behind this was to make students more aware of the
consequences of their interaction in the digital world
and provide them with basic abilities to assess risks
on their own and protect themselves. Simultaneous-
ly, we wanted to investigate how much did the stu-
dents know about the topics before the workshops
and assess whether an interactive workshop would
increase their knowledge on the topic and ultimately
result in a change in their online behavior (measured
as a willingness to change the behavior). For this, we
designed pre and post-workshop questionnaires es-
pecially tailored for each topic, and asked the stu-
dents to fill them out. Although it was not possible to
carry out these surveys in all schools for regulatory
reasons, we obtained enough data to assess the im-
pact of our workshops. In the end, we received a lot
of positive feedback from the teachers and students.
This experience also became one of the highlights of
our project.
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POSTER 4: Our project concluded on time at the
beginning of 2020. Our final poster summarizes all
the work we have done in the last two years. We
intended to tell the story of “Digital Enlightenment”
by presenting the milestones and the phases of this
project. It also gives an insight into the most impor-
tant results from the evaluation phase. In fact, after
conducting the workshops in high schools, we took
some time to analyze the data we collected from
the surveys. We discussed our impressions and our
observations about the outcomes of the workshops
and the interaction of the students. That allowed us
to draw further conclusions regarding the knowledge
of high school students on Cybersecurity topics and
the effectiveness of the different science communi-
cation strategies we implemented in our workshops
(e.g. games, lectures, digital activities, etc.). Certainly,
we had to adapt our plans for the Evaluation phase.
With the outbreak of the Coronavirus Cirisis, it was
not possible to send follow-up surveys to schools or
to return there for interviews and discussions with the
teachers to understand the long-term impact of our
workshops as we had planned. Nevertheless, we all
were very satisfied with the work done. This last part
of the journey was also an occasion to remember
how it all started, the challenges, the hardships, the
laughs, and especially the people who stood by us
and without whom all of this would have never been
possible.
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