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Today’s digital world is filled with an abun-
dant amount of information, both reliable
and unreliable. With the rise of social media,
it has become easier than ever for false in-
formation to spread quickly. As such, it has
become increasingly important to be able
to detect fake news when they encounter
it. Fortunately, there are a number of strat-
egies that can be used to help detect fake
news, allowing to make more informed de-
cisions. Our interactive tool aims at improv-
ing the capability of German high schoolers
to detect fake news by confronting them

with real and fake news.
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Preface by the Supervisors

Prof. Dr. Sophie Armanini and Prof. Dr. Tilman Michaeli

We are honored to present Checkmate, a student project dedicated
to promoting critical thinking and digital literacy. Thanks to the col-
laborative efforts of a highly motivated and multidisciplinary group
of students, this project has made a valuable contribution to equip-
ping young people with the tools to navigate the complex and often
deceptive world of information.

Checkmate is a comprehensive initiative aimed at improving K-12
students' ability to identify fake news. At its core, the project rec-
ognizes that the proliferation of false information is a growing threat
to our society and that it is increasingly important for individuals to
separate fact from fiction. To this end, the team Checkmate has de-
veloped an innovative digital teaching tool that has been success-
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fully tested in high schools across Bavaria. Through real-life exam-
ples and interactive exercises programmed into a custom-built app,
students are encouraged to engage with news and media critically,
identify markers of falsehood and deception in an interactive and
intuitive way, and share their insights with their peers.

What makes this project truly outstanding is its emphasis on em-
powering young people to become active and informed citizens
capable of confidently navigating the complex terrain of the mod-
ern media landscape. The project not only fosters the develop-
ment of essential critical thinking skills but also promotes a sense
of responsibility and engagement that is valuable in all areas of
public life.

CheckMate

At a time when misinformation and fake news are increasingly prev-
alent, it is vital that we promote digital literacy and critical think-
ing. This student project is a model for how we can equip the next
generation with the skills and knowledge they need to navigate the
complex world of information. We are honored to have mentored
this talented group of students throughout their project and proud
to showcase their accomplishments. |
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Successful training for detecting fake news
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Even small stimuli can help pupils better debunk misinformation

Even simple clues, such as paying attention to the source of fake
news articles, lead to a significantly better ability to distinguish be-
tween correct and false information in the form of news articles.

This is the result of an educational intervention based on a self-de-
veloped web app conducted by the student research team Check-
Mate of TUM: Junge Akademie. Pupils of grades 10 to 12 at three
Munich high schools participated in November and December
2022. The aim was to increase the ability to detect fake news.

Furthermore, the study showed that even a short training period
leads to first small improvements in fake news recognition among
pupils. To achieve long-term and significant effects, larger scale
initiatives would be essential in the combat against fake news and
their propagation.

During the intervention of the TUM team, implemented in a 45-min-
ute school lesson, pupils from Gymnasium Derksen, Gymnasium
Kirchheim and the European School Munich were exposed to a
web app containing a total of 24 articles retrieved from online por-
tals of traditional newspapers and from social media. Among these
were articles from online magazines such as “Rubikon” which fre-
quently comments on political events in the form of conspiracy
theories. The pupils were instructed to assess the veracity of the
presented articles on a 5-graded scale from “fake” to “true” while
being divided into two groups: The treatment group received im-
mediate feedback on whether the rating was correct along with
indications on typical characteristics of fake or real news articles
after each question, whereas the control group moved on to the
next article without feedback. Significant performance differences
could be observed: For example, a truthful article about the use of
a diabetes drug to lose weight was rated as “rather true” or “true”
by 83 percent of the treatment group, compared with only 47 per-
cent of the control group. However, such results were not observed
for all questions.



Commentary

Even US-presidents have their own concept of truth and mass
media. Former president Donald Trump for instance, when he
stated: “Any negative polls are fake news, just like the CNN,
ABC, NBC polls in the election. Sorry, people want border secu-
rity and extreme vetting.”

This is what Donald Trump tweeted on February 6, 2017 in re-
sponse to the named media outlets’ predictions regarding the
preceding US presidential election he won against Hillary Clin-
ton, the Democrat’s candidate at that time.

Particularly interesting about this testimony to Trump’s relation-
ship with the truth, who back then was arguably one of the most
powerful men on the planet, is how it underlines the fundamental
issues related to fake news in our modern world: Anyone can
distribute a piece of information around the entire globe within
a matter of seconds. Once the enter-key is hit, there is hardly
a way of stopping it. Making its way through a dense forest of
statements and responses, of subjective opinions and objective
propositions, of true statements and lies, the contained mes-
sage, be it truthful or not, experiences an evolutionary process
of multiplication, adaptation and alterations — this single Tweet
alone has over 50 000 replies.

Next to its dynamic and the lack of external control, the mul-
ti-layered nature of today’s media landscape adds a further lev
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el of complexity. Not only via social media, also via the “con-
ventional” channels such as TV and newspapers, information is
spread quicker and in larger quantities than ever before — making
it easier to lose sight of what is true and what is not. Yet espe-
cially in digital formats, where a predominantly younger audience
is targeted, the issue of fake news is very prominent. It is hence
of major importance to educate and train adolescents in their
handling of the information they are being addressed by.

A small, yet important step in this direction was recently made
by the research initiative CheckMate, who successfully built and
launched a digital training application educating German high
schoolers on how to identify such fake news articles. Statistical
analyses comparing the performance of the study’s participants
exposed to an educational treatment to that of a control group
in their ability to discern false from true information indicates the
training’s potential to significantly improve detection rates. The
next step must now be to increase the reach of the application
and by making it available to a wider range of students in order
to better equip the upcoming generation with the skills essen-
tial to survive in this modern jungle of information, where even
some of our society’s most impactful leaders may contribute to
this crisis — for instance by disseminating false allegations about
truthful outlets arguably disseminating false allegations. What an
irony — too bad the topic is far too serious and the problems far
too severe to be subject to a joke. | |
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A fake news competency training web app increased the
misinformation detection skills of high school students

Abstract

The spread of misinformation over digital media influences pub-
lic opinion and societal decision-making. Teenagers and adults in
their twenties use digital media and encounter misinformation fre-
quently. To address this challenge, we developed a scalable, web-
based application that trains students in fake news detection by
pointing out typical characteristics such as sources, graphic style,
or writing style of such texts. In this work, we investigated wheth-
er this application improves high school students' misinformation
detection abilities in nonfiction news articles compared to a control
group. N = 104 participated in the intervention study. We found
that if the students got feedback on typical characteristics of fake
news articles, their ability to discern these from articles with accu-
rate content increased significantly compared to the non-feedback
control group (p = .0003). Our results confirmed that our applica-
tion could be used in the future for training students’ fake news
detection capability.

Background

The dissemination of false and misleading information, often called
"fake news," has become a significant concern in today's society.
The use of social media and messenger apps accelerates the dis-
semination of misinformation articles compared to traditional news
media (Feierabend et al., 2017). According to a study by Vosoughi
and colleagues, fake news on Twitter spread six times faster than
accurate information (Vosoughi et al., 2018). The consequences
of this can be severe: Repeated exposure to fake news is known
to increase belief in fake news (Pennycook et al., 2018). At the
same time, trust in legitimate news sources is being undermined
(Hasebrink et al., 2021). Trusting misinformation can lead to dan-
gerous actions such as injecting oneself with bleach after it was
proclaimed as a supposed cure in light of the COVID-19 pandemic
(World Health Organization, 2020a) or the alleged targeted demo-
bilization of Democratic voters in the 2016 US election by Russian
trolls and bots which eroded trust in democratic institutions (Zeit
Online, 2018).
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Misinformation poses a significant risk to adolescents in particular,
as they frequently use the internet as an information source. In
Germany, 60 % of 16-25-year-olds agree that the internet is the
best way to gather information, while only 25% rely on print media
(comdirekt, 2019). However, during the use of digital media, they
often encounter misinformation. 56 % of 12—-19-year-olds said they
had encountered fake news online (Feierabend et al., 2022). These
circumstances necessitate the development of methods to prevent
the adverse effects of fake news.

Two different approaches to limiting the spread of misinformation
exist. First, misinformation can be addressed by social media plat-
forms directly. Here, social media companies implement interven-
tions on a content-level and on an account-level. The content-lev-
el intervention through automatic or manual moderation consists
of flagging (i.e. adding a warning to content that is misleading) or
deleting articles. Research on flagging has shown mixed results.
While cognitive activity is increased by fake-news flags, confir-
mation bias prevents an impact on the user's judgment (Moravec
et al., 2019). Other studies have found that flagging significantly
reduces the believability and spreading of fake news (Ng et al.,
2019). The account-level intervention consists of, for example, de-
leting the accounts that post misinformation. However, new ac-
counts can be created by publishers.

The second approach to limit the spread of fake news works on
an individual level by strengthening the individual response to
misinformation seen online. Fact-checking websites provide ad-
ditional information to enable consumers to evaluate the facticity
of a shared news article. Alternatively, educational methods aim to
strengthen critical media competencies (Lazer et al., 2018). One
framework for educational intervention is the inoculation theory.
The inoculation theory assumes that pre-existing attitudes de-
termine a consumer's response to media. It proposes presenting
a weakened version of misinformation and to point out relevant
characteristics of misinformation. Individuals are taught to criti-



cally evaluate information and become more aware of counterar-
guments and of how to identify future pieces of misinformation.
Two components are essential for a successful inoculation. First, a
clear indication that misinformation is presented. Secondly, a clear
explanation of the typical arguments and characteristics of misin-
formation (Cook et al., 2017).

Different methods of inoculation have been investigated in the lit-
erature. Brashier et al. evaluated how the timing of a "false" or
"true" tag affected the assessment ability of fake news when rating
the veracity of headlines of fake news in the long run. They found
that providing fact-checks after the headline was classified the
most effective (Brashier et al., 2021). In another intervention from
Sudwestrundfunk, people were taught to recognize and distinguish
real and fake news. The website SWR Fakefinder asked users to
classify online articles in a social media context as "fake," "true,"
or "satire." After the assessment, the correct answer was provid-
ed immediately (SWR Fakefinder, 2023). A study published by
Roozenbeek and van der Linden developed a "fake news game" in
which participants are asked to actively create news articles about
the European refugee crisis using misleading tactics and from the
perspective of different types of fake news producers. The results
provide preliminary evidence that playing the fake news game re-
duces the perceived reliability and persuasiveness of fake news
articles and suggest that educational games may be a promising
tool to inoculate the public against fake news (Roozenbeek & van
der Linden, 2018).

This work aims to develop and test a web app to be used as an
intervention for high school students. The web app is designed af-
ter the principles of inoculation theory outlined above. We thereby
transfer prior research results on inoculation theory into the class-
room environment. There, the web app can be easily integrated
into the standard educational structure of high school students.
Media literacy is already part of the curriculum in German high
schools (Kultusministerkonferenz, 2012). Therefore, we investi-
gated to what extent our custom-developed web app improved
the ability of German high schoolers to identify fake information
alongside its distinctive characteristics. Moreover, our study gath-
ers insights into the status quo of the fake news literacy of German
high schoolers while aiming to reduce the impact of fake news on
society by promoting a better-informed youth population.

CheckMate

Goals and Methods

Research Rationale

This study aimed to measure and improve German high schoolers'
fake news recognition capabilities in grades 10 through 12. We
define fake news recognition capability as being able to correct-
ly assess presented news articles and classify them as "fake" or
"true." The proposed short-time intervention, focused on short-
term learning processes, was based on the inoculation theory. We
aimed to answer the following research question: “To what extent
does our developed web app increase the capability of German
high schoolers to identify fake information alongside its distinctive
characteristics?”

Study Design and Intervention

The study was conducted in sessions which lasted 45 minutes.
First, the relevance of fake news was briefly explained. The use
of the developed web app constituted the second part of the ses-
sion, which lasted 20 minutes. Students were introduced to the
use of the web app and accessed it on their individual devices.
First, they entered personal data including age, gender, weekly
media consumption in hours, and a self-assessment of their fake
news recognition capability on a five point likert scale of 1 (=una-
ble to identify misinformation) to 5 (=certain to be able to identify
misinformation). After entering the data, 24 news media articles
were shown to the participants one by one (12 factual, 12 fake). All
students saw the articles in the same, predefined order. They were
then asked to grade each article on a 5-point scale, respectively
(1 = "fake," 2 = "rather fake, " 3 = “do not know, " 4= “rather true,”
5 = “true”). Students were assigned randomly into equally sized
control and intervention groups per class. After each response, the
intervention group received feedback on their answer. The control
group was shown the next article directly. The feedback consisted
of the solution to the question and feedback on two to three rel-
evant cues to detect possible fake articles, e.g. picture sources,
publisher information (or lack thereof), general appearance of the
article and web site, characteristics of text, language, and writ-
ing style. Figure 1 shows the user interface during feedback. We
asked participants to answer the questions independently of their
peers. They were also unaware of the existence of a control and
intervention group. At the end of the experimental session, fake
news characteristics were discussed in an open discussion within
each class.

TUM: Junge Akademie — Research Reports 2022 61

CheckMate




ELMELOUNG — Bedes govmhnsigl Werkouf von 100 Penseibaubiien s de Ulssine *

»Eine Schule in Bremen explodierte, weil
man versuchte, Gas zu sparenu
SpROEIONL e Grumnd TV (b EXDICEInN Wair.

TIEEN, It S Spawen U beghnnen und
gy Preks 10r dien biauen Bronnstofl

srufubr funidionierte nicht, so dass es
mu einer unkontroliierien Fufubr von Brennstof! ikam.

Figure 1: Example of feedback
the intervention group received
after answering a question.

Recruitment of High Schools

The team CheckMate first contacted high schools and spoke
with the school administrators of interested institutions. The
study design, intervention, and research questions were ex-
plained, including the possible benefits for students. Finally, the
teachers were asked to consider allowing the team to conduct
the intervention with their students. Three high schools partici-
pated in the study, with two, three, and four classes (grades 10
to 12), respectively. This enabled comparisons of the students’
capability to detect fake news between different grades within
the same high school.

App development and data collection

The web-based application was developed using Python, and
the Javascript framework React. The user interface was designed
using Figma. The articles were collected as screen captures from
social media, personal blogs, popular media outlets, the German-
FakeNC database (Vogel et al., 2022), and fact-checking websites.
The complete list of articles can be found in the supplementary
material. The web app's performance was pilot tested with 20
TUMJA scholarship holders in advance. The user's response and
the response time stamp were collected for every article present-
ed. Data was collected and saved in a PostgreSQL database.
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Data Analysis

Classes from grades 10-12 at three German high schools were
visited, resulting in a total of N =104 participating students
(Nyreatment = 51, Neontror = 53). The average age was 16.02 years
(SD = 0.94). In total, 49 males (= 47%), 51 females (= 49%), and
2 diverse (= 2%) participants took part. The average weekly
media consumption in hours was 11.45 (SD = 13.15), and the
self-assessment of their fake news detection ability was, on
average, 3.23 points (SD = 0.88) out of five. Fake news detection
scores were calculated as follows (Equation 1).

Equation 1: Calculated score based on the student's answers.

2 — score
2

=2 + score

fake news article = 3

real article =
As a nonparametric test for ordinal data, a Mann-Whitney U test
was performed, treating each question as an individual data point
with the relevant group features (treatment or control) and score.
For each of the tests, we set the significance level to 0.05. The
score was determined on an ordinal scale ranging from -1 (wrong
answer) to 1 (correct answer). Intermediate values of 0 and +0.5
were assigned for neutral answers and answers expressing un-
certainty in their choice. In the following, the analysis is based on



questions 7 through 24 excluding question 18. As the participants
were drawn from the same group, we expect them, on average, to
perform equally before the intervention takes effect. We expect an
initial learning period to be required before the treatment group can
differentiate articles better than the control group. Therefore, we do
not consider questions 1 through 6. Article 18 is an outlier, as the
treatment group drastically underperforms compared to the control
group (Intervention Group: -0.17 vs. Control Group: 0.23). We as-
sume that this is a result of the design of previous interventions and
is not related to the actual performance of the intervention group.
This issue is further addressed in the discussion under "Difficult
Articles." We therefore also exclude this article from our analysis.

Outcomes and Discussion

Overall, we can observe that our intervention significantly improves
students' ability to recognize fake news (z = 3.25, p < 0.003, r = .078).
We obtain a p-value of 0.003, showing that our findings are statisti-
cally significant, although a Pearson Correlation coefficient of only r
= 0.078 indicates a very small effect. Figure 2 shows that the mean
score of the intervention group is higher than the control group's
mean score in eight out of nine of our experimental sessions.

Mean sos0e By Cls and group questisns 7.24 escept for 18)

L] i L ¥ * ] L]
fam

Figure 2: Mean Fake News Detection score by class and experimental group.

Results

The mean score of the control group over all experimental sessions
is M = 0.44, whereas identifying every article correctly corresponds
to M = 1. The difference between actual score and perfect score
highlights the relevance of raising fake news awareness and un-
derlines the clear room for improvement in the students’ capability
to identify them.

CheckMate

For our intervention, we find that the intervention group per-
formed significantly better than the control group with a p-value of
0.01 (medians: treatment = 1, control = 0.5, U = 398813.5,
n_treatment = 825, n_control = 883, p < 0.01). In our case, it only
take twelve solutions of fake news articles in combination with
the feedback suffice to cause a small, yet not negligible effect
(r = 0.093). This effect could be attributed to two causes. Firstly, it
may stem from the difference that the intervention group receives
the solution immediately after answering each article, compared
to the control group, which receives the solutions at the end of
the session. The positive impact of providing solutions immedi-
ately has been shown before and is associated with studying over
extended periods of time (Biktimirov & Klassen, 2010). Secondly,
the learning effect can originate from the intervention itself. We
assume the intervention works immediately: The tool identifies
typical characteristics of both articles with and without misinfor-
mation. Equipped with these characteristics held in short-term
memory, intervention group participants can apply what they
have learned so far when they are confronted with the same char-
acteristics in similar texts during the following questions.

While the initial results are promising, the effect’s strength is limit-
ed by the low number of training examples (i.e. articles and feed-
back) the students received and the short time they spent on the
exercise in total. We presented only 24 articles in 20 minutes dur-
ing a single session to the subjects. Presenting more articles and
increasing the study time could improve the learning outcome.
We suggest separating the exercise into multiple training ses-
sions, as the task is reading intensive. It could be shown in past
research that spaced practice increases the efficiency of learning
(Kang, 2016). Therefore, we suggest a longer break in between
exercise sessions (in the order of days/weeks).

Differences in Mean Score between Experimental Sessions

Figure 2 shows huge variations between the experimental ses-
sions (SD = 0.060). We hypothesize two reasons for this. The first
reason is demographic variation between the classes. For one,
the classes that participated in our experiments are from three
different high schools, so we expect that regional differences play
a role. Furthermore, the classes also differ in their age structure,
as they are from different school years. We found that age is an
important parameter for fake news detection skills. Therefore,
classes with different age structures are expected to obtain dif-
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ferent results. Figure 3 shows the mean score across age groups
(Myge = 16.0 SD,q, = 0.94). We can see that the scores increase
with age. This result can be explained by the greater experience
which the older participants presumably have with navigating
digital media. How this trend extrapolates to higher ages and oth-
er generations needs to be determined in future work. It is notable
that in Figure 3, the values for participants aged 14 and 20 are
uncertain and cannot be generalized, as there are only three and
one participants in these age groups, respectively.

Fake News detection improves with age
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Figure 3: Average score stratified by age.

Nevertheless, differences persist even for classes from the same
school and the same grade. A possible explanation for these differ-
ences could be the different classroom atmospheres we observed
within the experimental sessions. In particular, the concentration
of participants differed, as some classes read the articles more
diligently and, therefore, needed more time to complete the task.
Additionally, students in some classes were more willing to discuss
articles and to share results with their seatmates. As these ob-
servations are subjective, it is necessary to establish an accurate
metric for classroom atmosphere in order to reach a meaningful
conclusion in future work.
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Characteristics of Low Scoring Articles
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Figure 4: Mean score of treatment and control groups for each article.

Figure 4 shows the mean score of the treatment and control groups
across each article. The overall control group mean score of M =
0.44 does not accurately reflect the significant differences in ap-
parent difficulty between questions. In the following section, we
examine the commonalities of the five questions which had the
most incorrect answers.

The first article, which shows a noticeably low score, was article
6. This article is an opinion piece in the German "Stern" magazine,
which we rated as true. This text discusses and criticizes the public
broadcasting licensing fee. The mandatory fee is a controversial
topic in German public discourse, and it is frequently surrounded
by misinformation. The critique commonly comes from groups on
the political fringes. We hypothesize that the article is associated
with misinformation sources solely based on the topic.

Articles 18, 19, and 21 are a group of articles which also show
a lower score than the other articles. All articles share one com-
monality: They look like they are published by "Spiegel," a gen-
erally renowned German news magazine. "Spiegel" is considered
to be trustworthy by 57% of Germans (Reuters, 2022). Questions
2 and 14 also feature articles that visually appear to be published
by "Spiegel." However, in questions 2 and 18, we asked the par-
ticipants to evaluate a spoofed article. Spoofing is a technique for



deception, where the origin of an article or the publisher's identi-
ty is misrepresented (Innes et al., 2019). Malicious actors recreate
the visual look, e.g., a "Spiegel" website, and publish misleading
content, leading readers to believe that they are consuming media
from the actual magazine. The spoofed articles posed a challenge
for participants to identify and made them overall uncertain about
articles bearing the Spiegel appearance, whether authentic or fake.
This uncertainty indicates that spoofed articles can negatively im-
pact the reputation and trust of a publisher.

Question 18 is noteworthy due to the large mean score difference
between control and intervention group (Control Group: 0.096.
Intervention Group: -0.229). We suppose that this difference is
caused by the design of the feedback. In articles prior to 18, the
intervention group had been taught to use information about the
publisher to judge an article's credibility. As "Spiegel" is deemed
a reliable source, the spoofed article misled the intervention group
participants, while the control group students were not misguided
by prior interventions. We therefore removed article 18 from the
statistical analysis, as the poor performance was caused by the
design of the experiment rather than the actual fake news detec-
tion ability of the intervention group. Overall, we conclude that
spoofed articles pose a significant challenge to appropriate inter-
pretation and can damage a publisher's reputation.

The remaining article that posed a challenge to participants is num-
ber 22. This article covers conspiracy theories, which appeared
surrounding the Brazilian presidential election in 2022 claiming
voter fraud. The article also establishes a connection to supposed
election fraud in the US 2020 presidential election, peddling con-
spiracy theories further. Therefore, we rated this article as fake.
Some participants implied that the article wanted solely to report
on conspiracies but not to mislead. This shows that it is possible
to promote conspiracies by creating the appearance of a legitimate
report.

Development of Answering Time

We observed that the mean score of both groups is lower for the
last six questions than the previous ones. It is unclear if this is only
related to the articles' difficulty or to the experimental design. Fur-
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thermore, we observed that the average reading time varies greatly
between articles. Our data shows a clear trend of the average time
spent on reading the articles decreasing over the progress of our
experiment, which can be seen in Figure 5.

Mean time spent on reading questions declines over time
70
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Time spent reading in seconds
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Question

Figure 5: Average reading time for each article over the course of the experimental
sessions.

Multiple explanations exist: First, one explanation could be that
participants identify fake news more quickly. Based on this as-
sumption, we expect later articles to pose less of a challenge to
the participants. However, we rule out this explanation as we still
see an imperfect score. Secondly, the students getting used to
the user interface could explain part of the decline in reading time.
However, given the simplicity of the task and user interface, we
deem this hypothesis insufficient for explaining the extent of the
effect as well the prolonged decline in reading time after the first
questions. Thirdly, we hypothesize that the students rush towards
the end of the experimental session as we provide a fixed time
frame for answering the questions. Time pressure could have led
the students to spend less time on reading the articles in order to
complete the whole experiment in time. Lastly, diminishing con-
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centration and loss of interest could be the most prominent factor.
We assume that the high number of articles as well as the repetitive
task structure may have been detrimental to the students’ interest
towards the end of the experiment. While the exact causes and
correlations remain unclear, we hypothesize that the learning out-
come could be improved by splitting the experiment into multiple
sessions and including short breaks, as suggested in the literature
(McGinley, 2011).

One of the main limitations of our work was objectively evaluating
the participants’ performance. The score for a single question is a
value from an ordinal scale (-1 to 1), with a lower score for uncer-
tain or wrong answers. However, the score does not account for
the varying levels of difficulty of the questions, as every answer is
treated with equal weight. Furthermore, the score method does not
account for degrees of uncertainty, when a student answers with
the option "rather fake," "don't know," or "rather true." However,
we settled with our score calculation method, as it is a simple and
intuitive metric. It would be interesting for future work to incorpo-
rate different levels of difficulty, or a subjective rating of the difficul-
ty of articles into the scoring method.

Summary and Future Goals

The spread of fake news is becoming an ever-growing problem
in our society. In this work, we developed a training web app to
strengthen users' fake news detection ability. The application con-
sists of a web application, which presents participants with real
and fake articles and asks them to determine their veracity. We
conducted an experiment with an intervention and a control group
among N = 104 German high school students in grades 10 to 12
during a regular 45 minute school lesson. The experiment itself
lasted 20 minutes. The treatment group received feedback cues
(e.g., source, reputation of news magazine, etc.) after each article.
In contrast, the control group moved on to the following article
without feedback. Our analysis showed that our web app signifi-
cantly improved the feedback group's ability to recognize false ar-
ticles even within such a short amount of time (p < 0.003, r = .078).
Therefore, we conclude that our intervention, which was based on
inoculation theory, is valid for using fake news training in the con-
text of high school education.

Based on our results, we find three areas for further work.
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1. Conducting tests with treatment and control groups regularly
The training could be performed regularly (e.g., bi-monthly).
Subsequently, we could analyze whether providing feedback for
a larger number of articles leads to a long-term improvement
in the treatment group. Tests with the control group should be
conducted with the same frequency. Firstly, we can inspect if
the control group might improve itself with self-learning. Despite
not having constant feedback after answering each question,
we presume that the control group’s capability or awareness for
identifying fake information can still improve by constant reflec-
tion during the use of our developed application. Moreover, the
collection of time-series data from both groups would further
enable evaluation of the app’s efficiency.

2. Adapting our custom-developed application for experiments

with different target groups

We could also examine our web app's effectiveness with oth-
er target groups. Since the scope of our research is limited to
high schoolers in grades 10 to 12 in the area around Munich,
we could adjust many variables for future target groups. For in-
stance, we could conduct similar research with younger German
high schoolers from different grades or those attending schools
in other regions of Germany. Comparative research with senior
citizens as the target group could also be profoundly insight-
ful. However, here we would need to further develop our web
app to adapt to changes due to the vast difference between the
news-consuming methods of the younger and older generation.

3. Improving the feedback cues
With these first insights into the efficiency of our web app, we
can start to optimize the intervention by varying different pa-
rameters. Here one could investigate the impact of changing
the number of articles in a session, changing the number of the
feedback items, or further elaborating on the characteristics of
fake news mentioned in the feedback. |



CheckMate

References

Feierabend, S., Plankenhorn, T. & Rathgeb, T. (2017). JIM-Studie 2017: Jugend,
Information, (Multi-) Media. Basisuntersuchung zum Medienumgang 12- bis
19-jahriger. Retrieved from https://www.mpfs.de/fileadmin/files/Studien/JIM/2017/
JIM_2017.pdf

Hasebrink, U., Holig, S. & Wunderlich, L. (April 2021). #UseTheNews: Studie zur
Nachrichtenkompetenz Jugendlicher und junger Erwachsener in der digitalen Me-
dienwelt. Arbeitspapiere des Hans-Bredow-Instituts | Projektergebnisse Nr. 55.
Leibniz-Institut fir Medienforschung | Hans-Bredow-Institut (HBI). Retrieved from
https://leibniz-hbi.de/uploads/media/default/cms/media/dso9kqs_AP55UseThe-
News.pdf https://doi.org/10.21241/SSOAR.72822

Kultusministerkonferenz. (2012). Medienbildung in der Schule: Beschluss der Kul-
tusministerkonferenz vom 8. Marz 2012. Retrieved from https://www.kmk.org/file-
admin/veroeffentlichungen_beschluesse/2012/2012_03_08_Medienbildung.pdf

Vosoughi, S., Roy, D., & Aral, S. (2018). The spread of true and false news online.
Science, 359(6380), 1146-1151. doi:10.1126/science.aap9559

Brashier, N. M., Pennycook, G., Berinsky, A. J., & Rand, D. G. (2021). Timing mat-
ters when correcting fake news. Proceedings of the National Academy of Scienc-
es of the United States of America, 118(5), €2020043118. https://doi.org/10.1073/
pnas.202004311

https://www.climatechangecommunication.org/wp-content/uploads/2021/01/
Cook_2017_inoculation_prepress.pdf

https://www.swrfakefinder.de/#fakenews (accessed February 10th, 2023).

Pennycook, G., Cannon, T., and Rand, D. G. (2018). Prior exposure increases per-
ceived accuracy of fake news. J. Exp. Psychol. 147, 1865-1880. doi: 10.1037/
xge0000465

World Health Organization (2020a). Coronavirus disease (COVID-19) advice for the
public: Mythbusters. Available online at: https://www.who.int/emergencies/diseas-
es/novel-coronavirus-2019/advice-for-public/myth-busters  (accessed February
10th, 2023).

IT Finanzmagazin, & comdirect Bank. (6. Juni, 2019). Wie informierst du dich?
[Graph]. In Statista. Zugriff am 10. Februar 2023, von https://de-statista-com.
eaccess.tum.edu/statistik/daten/studie/1036956/umfrage/umfrage-unter-jugendli-
chen-in-deutschland-zum-informationsquellen/

The science of fake news - Addressing fake news requires a multidisciplinary effort
David M. J. Lazer, Matthew A. Baum, Yochai Benkler, Adam J. Berinsky, Kelly M.
Greenhill, Filippo Menczer, Miriam J. Metzger, Brendan Nyhan, Gordon Pennycook,
David Rothschild, Michael Schudson, Steven A. Sloman, Cass R. Sunstein, Emily
A. Thorson, Duncan J. Watts, And Jonathan L. Zittrain Science 9 Mar 2018 Vol 359,
Issue 6380 pp. 1094-1096 DOI: 10.1126/science.aa02998

https://www.zeit.de/politik/ausland/2018-12/us-wahl-2016-russland-einmis-
chung-soziale-medien?utm_referrer=https %3A%2F %2Fwww.google.com%2F

Jon Roozenbeek & Sander van der Linden (2019) The fake news game: actively
inoculating against the risk of misinformation, Journal of Risk Research, 22:5, 570-
580, DOI: 10.1080/13669877.2018.1443491

Moravec, PL., Minas, R.K., and Dennis, A.R. Fake news on social media: People
believe what they want to believe when it makes no sense at All. MIS Quarterly, 43,
4 (2019), 1343-1360.

Ka Chung Ng, Jie Tang & Dongwon Lee (2021) The Effect of Platform Interven-
tion Policies on Fake News Dissemination and Survival: An Empirical Exam-
ination, Journal of Management Information Systems, 38:4, 898-930, DOI:
10.1080/07421222.2021.1990612

Relationship Between Use of Online Support Materials and Student Performance
in an Introductory Finance Course Ernest N. Biktimirov &Kenneth J. Klassen 2010

Spaced Repetition Promotes Efficient and Effective Learning: Policy Implications for
Instruction Sean H. K. Kang 2016 doi: 10.1177/2372732215624708

Reuters Institute for the Study of Journalism. (15. Juni, 2022). Ranking der Nach-
richtenquellen in Deutschland, denen die Blrger am stérksten vertrauen im Jahr
2022 (Skalenwert) [Graph]. In Statista. Zugriff am 13. Februar 2023, von https://
de-statista-com.eaccess.tum.edu/statistik/daten/studie/877238/umfrage/rank-
ing-der-vertrauenswuerdigsten-nachrichtenquellen-in-deutschland/?locale=de

Innes, M., Dobreva, D., & Innes, H. (2019). Disinformation and digital influencing af-
ter terrorism: spoofing, truthing and social proofing. Contemporary Social Science,
1-15. doi:10.1080/21582041.2019.15697 14

McGinley, Lori, "Test Performance And Study Breaks" (2011). Master's Theses. 153.
DOI: 10.58809/MWDG3120 Available at: https://scholars.fhsu.edu/theses/153

Inna Vogel and Peter Jiang. 2019. Fake News Detection with the New German Da-
taset “GermanFakeNC” In Digital Libraries for Open Knowledge: 23rd International
Conference on Theory and Practice of Digital Libraries, TPDL 2019, Oslo, Norway,
September 9-12, 2019, Proceedings.Springer-Verlag, Berlin, Heidelberg, 288-295.
https://doi.org/10.1007/978-3-030-30760-8_25

TUM: Junge Akademie — Research Reports 2022

67

CheckMate




Self-reflection

Our Team CheckMate is an interdisciplinary team of 10 students
who decided on a project focused on Fake News detection among
high school students. We developed a web-based tool and visited
high schools in Munich to share our tool with the target audience.
This project provided us team members with a valuable oppor-
tunity to utilize our diverse skillsets and work together towards a
common goal.

One of the strengths of this project was the team's commitment
to meeting regularly and discussing next steps. This ensured that
everyone was on the same page and contributed to a positive dy-
namic within the team. However, the team did face some chal-
lenges with coordinating the work, especially when team members
were abroad or had other commitments. This led to delays and
lower quality work at times.

Despite these challenges, we successfully completed the project
and were able to promote our tool to high school students in Mu-
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nich. This not only demonstrated our technical skills but also the
ability to effectively communicate and promote our tool to a wider
audience.

Overall, the CheckMate project was a valuable learning experience
for all team members. We developed skills in teamwork, commu-
nication, and problem-solving, which will be useful in our future
endeavors. Additionally, we learned how to overcome challenges
and adapt to changing circumstances, which is an important skill
in any professional setting.

With respect to how the project affected us, the students working
on team CheckMate, a major aspect certainly is how it made us
ourselves more aware of the dangers associated with fake news.
While we were obviously all aware of the issue’s general existence,
its urgency did surprise most of us. For instance, while collecting
the fake news articles to display while presenting the App at the
schools, each one of us got a second view of how broadly fake
news is distributed via the internet nowadays.

In addition to increasing our knowledge in the area of fake news,
we all also benefited from the interaction with all the different
stakeholders involved with the project. Be it the school directors
and teachers we got in touch with to organize the sessions at the
schools or the students themselves — working with people from
diverse backgrounds did enrich our skillset in many ways such as
finding an adequate communication strategy in interacting with im-
portant decision makers to figuring out how to convey a complex
message to a younger audience.

Moreover, given the broad scope of the CheckMate App and the
long process associated with its development, we also got a lot
more experienced in project management. This for instance con-
cerns how to define work packages in a reasonable manner, how
to set up alignment meetings in a structured manner and how to
come to decisions in a structured way. Overall, each one of us did
really take a lot from the time at TUMJA working on the CheckMate
project. [ |
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INTRODUCTION:

Smartphone, computer, Intemel access and TV sat - almost
100 % of all housaholds in Germany are equipped with digital
maodia devices. As a rosult, children and young pecple have
daily contact with these devices. Media condumplion i3 a
nalural part of thoir everyday lives as (hey discover their world
with and through media®. This discovery is overshadowed by
false ard misleading information which |s becoming mome
prominent. In Garmary, ihere ane six inferactions with fake
W 1of avery real news posl on Facebook® Mamy young
people have limited knowledge about the functions and
working moethods of jounnalism®. School as an educational
institution has the function of Imparting to chiddren o largs
part ol the knawledpe they need for iife in soclety. According
1o the German government, this includes not only reading,
writing and arithmetic, but alsa the new cultural technique of
madia literacy®.

PROJECT GOAL:
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> that indicates whethas one |5 able to distinguish Take
nows from real information, based on the anawers of
the person conducting the test

=» that i tailored to information and fake nows
frem the area of social media
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in & playtul way and encoursge critical thinking when
consuming information on social media
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POSTER 1:

Well over half a year after our research group
came together, we were finally able to agree on
a research area where we saw the potential for
a significant impact: Media literacy among high
school students.

Did you know that the occurrence of Fake News
is increasing? Today, there are already six inter-
actions with Fake News for every reliable post on
Facebook. This is a danger considering that in
today's world, more and more young people are
forming their opinions by consuming social media.

While at the beginning we had planned to explore
the phenomenon of swarm intelligence in more
detail and accordingly went by the project name
“Swarmified,” we had then made the plan to ex-
plore the phenomenon of fake news in more detalil
and to strengthen high school students in recog-
nizing fake news. Project CheckMate was born.

We started with the definition of a project goal. In
order to strengthen the recognition of fake news
by high school students, we wanted to create an
interactive tool that indicates whether one is able
to distinguish fake news from real information,
based on the person conducting the test, with the
effect of increasing media literacy and encourag-
ing critical thinking when consuming information
on social media. For the execution of our research
project, we accordingly set up a project plan and a
corresponding timeline. The big milestone would
be our school visits and testing of our tool at the
turn of 2022. The focus in the second half of the
year was therefore on developing the planned tool
and finding suitable partner schools. |
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At the weekend seminar at the Starnberger See,
it was time to draw an interim conclusion one
year after the start of our cohort. After many itera-
tions on the topic of strengthening media literacy
among high school students, we finally agreed on
the following research question: “To what extent
does our developed tool increase the capability of
German high schoolers and adolescents to identi-
fy fake information alongside differentiating char-
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INTERIM RESULTS AFTER YEAR ONE - DEVELOPMENT OF A DIGITAL RESEARCH
TOOL TO EVALUATE STUDENTS ABILITY TO DETECT FAKE NEWS

RESEARCH QUESTION: +

To what extent 00es Our CRreMped 100/ INCrease r’_g:,w'h

the capabilty Of GEFman Nigh schookrs ane = ,,J"
atfulescents lo ienlify fake Information sliongside
differmalialing characieristios gudhifiors &

PROGRESS UPDATE
Sinca the last saminar weekend, progress has been mads
in regard toc

acteristics/qualifiers?”

We had been progressing as planned in our set

e e i S serge — schedule to answer this research question and
ot Mo of oty pstictpante. €0 fa v wery sl Eet e achieve our project goal of increasing the capabil-
csilpbesistid i Gl Rl o ity of Fake News recognition among high school
s U Baaiss Wl b o i i students: on the one hand, we had developed a
b e l————i first design for our mockup as well as a first proto-
T T Bt cxca s type. On the other hand, we were already able to

METHODOLOGY

To answer our essarch quaestion, we study German public
and private high schools and confront sludents Trom grade
10-12 with realistic fake news according to the “insculation
mathed™ presonted in literature®, An approx. 45-minute-long
ledson conleing & short molivalion of Fake-news detection
competencies, after which the studenis separately wark on
the tool. They are presented wilh artickes. which may be
cradibis or not credébis (0., Fako Mows). The students ane
tasked to detect Fake News articles and assass the reliability
«of articles presanted to them.

They are randomly assigned o twe groups, In ihe teatment
group, the studenls mceive nol only the cormect answor bl
also an indication of why an anticle may be a piece of fake
nows or nat, The controd group only receives information on
whather thair answar is comect. We avaluate the accurcy of
their elasaification, its dovelopment over time played, and the
refation to subject characteristics. The use of the tool is the
focus of the osson, After 2630 minutes of work, the losson
finishes with a discussion of typical fake news literary and
alylistic olomoents which wene recognized by the students.

convince two schools to test our tool. The biggest
challenge in acquiring schools for our project was
data protection regulations, since we would pri-
marily be processing data from minors. For this,
we read deeply into the topic of data protection
and also brought Prof. Dr. Tilmann Michaeli, our
second supervisor besides Prof. Dr. Sophie F. Ar-
manini, into the team, who supported us with his
expertise in the field of didactics and the method-
ology of our experiment.

MEMEERS It now remained to finalize the last developments
et S i oS . i -
e L = e on the tool and its design after previous test runs
Ay - e - as well as to precisely plan the implementation of
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A STUDY ON THE EFFECTS OF AN INTERACTIVE TOOL DESIGNED
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POSTER 3:

After weeks of further developing the software for
the web app, collecting fake news articles and an-
notating these with interventions, we were final-
ly ready for a larger test just before the Seminar
weekend at the Ammersee. There, the new schol-
arship holders of class 23 kindly tested our web
app, gave important suggestions for improvement
and validated our data collection. We incorporat-
ed the feedback and added the final touches to
our web app.

At the same time, we planned our school visits.
We developed a tripartite lesson structure with an
introduction, an experiment and a discussion. We
also met with high school teachers to discuss our
class visits, explained our research idea to them
and answered any questions from their side. After
that, everything was set for our experiments. In
November and December of 2022, we had four
school visits, and 104 students participated in our
research project. It was great to conduct the ex-
periment sessions and see so many students us-
ing the web app. Many students were very excited
about using a digital tool in the classroom and had
a lively discussion with us about fake news items
and how to discern them online.

With all the data collected, we eagerly anticipated
the evaluation of our results. At the Schliersber-
galm seminar weekend, we were able to present
our first three takeaways and preliminary results.
The first results mainly established the relation-
ship between the personal data we collected from
students and their score. Only later on were we
able to evaluate the impact of the treatment on the
ability to differentiate fake news. |
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After our trip to the Schliersbergalm, we contin-
ued evaluating our results by looking at the impact
of the treatment. For each class we visited, we
worked out the development of fake news detec-
tion ability over the course of our classroom ses-
sion. There, we found that the intervention group
improved progressively compared to the control
group. Our idea and intervention worked! Fur-
thermore, we looked at characteristics that were
shared by the most difficult to detect articles. For
all the results, be sure to check out the scientific
part of our report.

After gathering all the results, we began writing
our report. We split our text into chapters, which
we first worked on individually. In our meetings,
we collected feedback on each chapter and iter-
atively improved our scientific report. Our tutors
and supervisors were a huge help in creating the
report as well. They gave feedback on our style
and content and provided new input.

During the final part of the project, we prepared for
the presentation at the symposium. At the seminar
weekend in Dachau, we developed the first rough
sketch of our talk, and participated in workshops
on rhetorical and presentational skills. In the fol-
lowing weeks, we finalized the presentation and
wrapped up our project and time at TUMJA. [ |
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